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Problem space

e Capability model
e Platform security
e Code signing, or explicit consent

* Code signing
e Certification costs
e Distribution obstacle

e Adverse selection

e Explicit consent: user
e usability
e Usefulness
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Security attitude of user

e Privacy

e Don’t care

* Delegated
e Data security vendors

e Organizations (including
known portals)
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Security attitude of user

e Centralized experts
e Sybil attack

e Social dimension

e Value systems
e -
a friend”

Friends’ first hand
experience

Individual security
experts (blogs, ...)

— ]

Expert organizations
(Googie, Paypal, . |

Anti-virus vendors
(Norton, F-Secure, ...)
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Social networks?

e Opinion formation
e Broadcasters

e Influencers, brookers
e reputable, oob trust
e Direct friends
* 00D trust

e NOT entertainment social networks

e Future work
e Large-scale user study (questionnaire)
» Redesigned user interface
e Dissemination of security information
* Incentives for experts
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Prototype for N810
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Prototype for N810
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Step 1/4: What my community says 0
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Further reading

* The psychology of security (Ryan West) Communications of the ACM, April
2008/Vol 51 No 4 pg 34

e Usability of security, Peter Guttmann (ref. )
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I e
Secure Installation

e Stepping back
* How does a user go about software installation?

Some other
result
A
0)
Warning! 99.9% Desired
Continue? result
Fatal result

Objective
defined

eMess this up: pay the price

Company Confidential NOKIA

10 © 2005 Nokia EU Forward 2n workshop / 2009-05-04 / AHe Conneding People


Presenter
Presentation Notes
Mental processes

Controlled: choices, context-aware

Automated: repetition, context-driven

Cognitive bias


B
Mental processes .
Secure Installation Controlled: choices, context-

aware
Automated: repetition, context-

driven

Some other

result
A
0

Warning! 99.9% Desired
Continue? result
Fatal result

e Stepping back

 How does a user go about software installation? . . )
Cognitive bias

Objective
defined

eMess this up: pay the price
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