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Browser extensions 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•  Available for all major browsers 
– Plugins, Browser‐helper Objects, Add‐ons. 

•  Our focus: JavaScript‐based Extensions (JSEs) 
– GreaseMonkey, Firebug, NoScript 

•  Popular as “add‐ons” for Firefox 
– Other browsers also allow JS in extensions. 



JSEs affect browser security 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•  Inadequate sandboxing of JavaScript in a JSE 
– Not constrained by the Same‐Origin Principle 
•  JSEs can access cookies, browsing history, locaUon bar 

– Browsers offer APIs that extend JS funcUonality 
•  XPCOM offers access to file system and network 

•  Browser and JSE vulnerabiliUes 
– Malicious websites can misuse privileges of JSE to 
violate confidenUality and integrity 



•  Malicious JSEs can misuse privileges 
•  Code snippet from FFsniFF 
– Emails passwords in form fields to aYacker 

Inadequate sandboxing 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Browser and JSE vulnerabiliUes 

•  GreaseMonkey/Firefox vulnerabiliUes 
•  GreaseMonkey allows user‐defined JavaScript 
to execute on each loaded webpage 
– Add GM API funcUons to window object 
– Allows user‐scripts to access GM APIs 

– Remove GM APIs from window before onload 

•  Vulnerability in Firefox allowed malicious 
JavaScript in a webpage to access GM API 



GreaseMonkey/Firefox vulnerability 



JavaScript‐level informaUon flow 

•  Modified Firefox’s JavaScript interpreter to 
track informaUon flow labels 

•  Sources: 
– Document, Form, History, Passwords, Cookies, 
LocaUon/Link, Streams, etc. 

•  Sinks 
– Files/Processes, Network, DOM 

•  Also had sources/sinks for integrity policies 



ImplementaUon notes 

•  Several challenges: 
– Precise flow analysis across browser subsystems 

– Tracking instrucUon provenance 
•  InstrucUon from the browser or from a JSE? 

•  Overheads:  
– Per‐instrucUon provenance: 6.1x with SunSpider. 
– Without provenance: 42% with SunSpider 



EvaluaUon highlights 

•  Tested on 24 JSEs:  
– 4 malicious/vulnerable 

– 20 supposedly benign (from addons.mozilla.org) 

•  Upon informaUon flow violaUon: 
– Analyst studies logs and reports violaUon or 
produces a declassifier/endorser 

– Flows of sensiUve informaUon that pass through 
declassifier are not reported 



Findings 

•  Each JSE had features that can be misused 
1.  InteracUon with HTML forms 

2.  Sending/receiving data over an HTTP channel 
3.  InteracUon with file system 
4.  Loading a URL 
5.  CommunicaUon via JavaScript events 

•  Tracking instrucUon provenance is key to 
avoiding false alerts 



Results with benign JSEs 



Take home points 

•  JSEs pose a threat to browser security 
–  Inadequate sandboxing of JSEs 
– Browser and JSE vulnerabiliUes 

•  In‐browser JavaScript‐level informaUon flow 
tracking can detect security violaUons 

•  Supposedly benign JSEs ojen have suspicious 
informaUon flows that require whitelisUng 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