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Complexity on a Router
� Length of configuration
� S iz e of O S
� N um b er of features
� N um b er of d ata s tructures
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� N um b er of d ata s tructures
FIB, LFIB, RIB (per protocol), ARP table

� N um b er of trans m is s ion techniq ues
AD S L, V D S L, PO S , X . 2 5 , AT M , L2 T P, PPPoX , …

� . . .



L eng th  of  Router Conf ig uration

E x a m pl e:  T ier-2  S P  (E U )
l ines of  c onf igu ra t ion of :
� a  t y pic a l  m et ro et h ernet  
ed ge rou t er
� d ou b l es in ~  4  y ea rs 4000
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� d ou b l es in ~  4  y ea rs
� a  t y pic a l  c ore rou t er

� d ou b l es in ~  1 0  y ea rs
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S iz e of  th e O perating  S ys tem
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N umb er of  V ulnerab ilities

30

40

50

60

© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i cB e h r i n g e r  – C o m p l e x i t y 5

0

10

20

30

1995 1996 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

projected as of 
A pri l  2 0 0 9  

Note: This graph reflects a growing product range over time. There were 
also changes in the evaluation ty pe over time. U se these data with care!



Complexity on th e I nternet /  a N etw ork
� N um b er of routed  p refix es
� N um b er of routed  autonom ous  s y s tem s  ( A S )
� N um b er of A S  p aths
� A S  /  p refix  C hurn
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� A S  /  p refix  C hurn
� N um b er of netw ork  el em ents  on a p ath
� N um b er of p rotocol s  ( I P v 4 ,  I P v 6 )
� . . .  



S ome P roj ec tions * :  I n 1 0  years . . .
� core router config:

~  5 ,0 0 0  li n es  
� ed ge router config:  

~ 1 1 ,0 0 0  li n es  
� C is co w il l  is s ue:
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� C is co w il l  is s ue:
~ 8 0  ad v i s ori es  /  y ear
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*  all assumig linear growth 



L es s ons  L earned  S o F ar*
� D ifficul t to und ers tand  netw ork s ,  traffic,  l ogs ,  routing,  
s w itching,  s ecurity  m eas ures ,  . . .

� H um ans  are b ad  at iterativ e j ob s
E x am ple:  S ecu ri ty  log  ev alu ati on

� G eneral l y ,  autom ated  s y s tem s  m ore rel iab l e than 
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� G eneral l y ,  autom ated  s y s tem s  m ore rel iab l e than 
hum ans
E x am ple:  T ran s lati n g  s ecu ri ty  poli cy  i n to pack et f i lters ;  log  
ev alu ati on

� G eneral l y ,  p rotocol s  m ore rel iab l e than m anual  
configuration
E x am ple:  T rou bles h ooti n g  IPs ec

*  sub j ective view of the author



D eterminis m and  Reality*
� 1 0  y ears  ago,  s ecurity  d ecis ions  w ere d eterm inis tic

“ block  f i le tran s f er /  block  FT P”
� T od ay  hard  to b e d eterm inis tic:  

Protocols  are i n creas i n g ly  com plex , en cry pted , h ard  to pars e
(T ry  to block  i lleg al f i le d ow n load s ! )
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(T ry  to block  i lleg al f i le d ow n load s ! )
M an y  f als e n eg ati v es

� C ons id er:  S erv ice p rov id er aggregation router
In  1 0  y ears , i m pos s i ble to s can  an d  pars e traf f i c f or m alw are, 
bots , attack s , etc.  

� N eed  new ,  non-d eterm inis tic form s  of d ecis ions :  
E . g . , repu tati on

*  sub j ective view of the author



I nterim “ Conc lus ion”
(Disclaimers: “work in progress”; “highly subjective”)

� H um ans  cannot m anual l y :  
C on f i g u re, trou bles h oot, s ecu re.

� N eed  to res earch:  
C om plete au tom ati on  of  n etw ork  m an ag em en t
C om plete au tom ati on  of  s ecu ri ty  m on i tori g
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C om plete au tom ati on  of  s ecu ri ty  m on i tori g
C om plete au tom ati on  of  s ecu ri ty  i n ci d en t h an d li n g
N ew , n on -d eterm i n i s ti c w ay s  of  m ak i n g  d eci s i on s  (eg , 
repu tati on )

M is s ion critical  I C T  s y s tem s  m us t b e 
m anaged  and  s ecured  autom atical l y ,  w ith 
l ittl e or no hum an interv ention


