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ICT Work Programme 2007-08
Security & Trust in perspective
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| CT Work Programme 2007-08
33 new FP7 projectsin Security & Trust
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Critical I'nfrastructure Protection 9 Projects: 20 m€
(Enabling technologies J
for trustworthy infrastructures 4 Projects: 16 m€

_ Biometrics, trusted computing, cryptography, secure SW
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Coordination Actions _
Research roadmaps, metrics and benchmarks, 4 Projects: 3.3 m€
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?g« General Principles for the
0?* FP7 | CT Work Programme 2009-2010

Principles
= Continuity of Challenges from WPQ07-08

= Mid-term research: most impact on
markets in 2015-2020 timeframe

= Some Priorities
P Future Internet

b Beyond CMOS (nano, photonics, organics,
guantum, molecular)

b Two JTIs (ENIAC, ARTEMIS)




Challenges for RTD for a
Trustworthy Information Society

®" Two overarching challenges

B A trustworthy Future Internet (FI)
with built-in security, dependability and trust

P Enabling users to understand security,

privacy and trust in the FI

" ... and three closely inter-related research perspectives

b Securing the FI
Protection against threats and vulnerabilities
b Privacy and Trust in the FI Society
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Future I nternet: Complexity!
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Data Collection and its dangers

for business, to provide personalized
innovative applications and services

for citizens, to better communicate
and interact, improve the quality of
their life

for governments to service citizens
and business (e-government,
e-education or e-health)

HERRESBACHS

for governments again, to provide public
security (protection against crime or terrorism,
border-control, protection of critical
infrastructures, etc.)
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What about: privacy, proportionality,
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role of users (“user-centricity”)




Privacy, I DM and Trust

® Trust in the digital economy; properties & models?
® |dentities in the emerging Information Society

® How to protect our personal sphere (user centricity,
usability)

® Cost of Security: (money, loss of democratic values)
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0 Trustworthy ICT =» Secure, reliable, resilient,
surviving attacks, guarantee level of service,

protects user data and privacy, providing usable
and trusted tools to support the user
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Trustworthy Network
| nfrastructures

Trustworthy | CT in WP09-10

Trustworthy Service
| nfrastructures
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Trustworthy ICT
Research Stakeholders

Security, Dependability Critical
& 'EJSt Infrastructures
Software & Q}v End-User and
Services ‘ Societal Aspects
;— 'f“{

% Legal Issues
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24 April
May D Oct

Nov

~ Apr 09
~ Oct 09
~ Febr 10

Timetable

To ICT-Committee
Discussion in ICT-C,
other consultations
finalisation
Presentation in ICT Conference in Lyon (FR)
Closure Call 4
Closure Call 5
Closure Call 6



The way FORWARD!

= FORWARD and the RISEPTIS Advisory Board
b ThinkTrust CA, Working Groups and Fl Assembly

= www.think-trust.eu

= |CT 2008 event in Lyon (25-27 November)
b Call for Networking Sessions! (closure: 16 June at 12h00 CET)

—=> http:/lec.europa.eu/information society/events/ict/2008/index en.htm




Thank you!
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