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Security and Dependability 
Perspectives in ATM
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A few words about ATM - I

Assistance for the whole duration of the flight

Tower 
control A

ACC B ACC C
Approach 
control D
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Separation between aircraft

1000
feet

5nm
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Optimisation of the problem
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Air Traffic Control Functions

Air Traffic Management (ATM) is a set of 
services provided by ground-based Air Traffic 
Controllers to ensure:

 separation between aircrafts, preventing 
them from coming too close to each 
other horizontally and vertically

 flow of traffic, providing information to 
the pilots (routes to waypoints, weather 
conditions, etc.)
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The human role in ATM

Predominant Human Role (and responsibility), 
supported by well structured rules and procedures, 
graphic presentation tools, conflict detection tools
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Resilience in ATM

 Limited interaction with external world 
(data provided by radars serving a local 
community of controllers)

 Human at the centre of the decision 
process, with limited role of automated 
system

 Current safety problems mainly due to 
human errors, air-ground communication 
problems and degradation of technical and 
human services combined with adverse 
atmospheric conditions

 Limited security problems (in ATM only)
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Challenges of the future – The current system
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Challenges of the future – The future system - I

 Increase in automation to face growing 
capacity demand

 Increase in data exchange between aircraft 
and ground and between ground centres, 
due to new systems, equipments and ATM 
strategies

 New centralised air traffic control centres 
serving large European regions (Single Sky 
initiative)
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Challenges of the future – The future system - II
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Challenges of the future – An example
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Challenges of the future – An example
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Challenges of the future – The problem

 Intrinsic vulnerability due to both 
dependability and security problems

 Problems evidenced at the Best Practice 
workshop of the ReSIST NoE

 Limited awareness of problem and possible 
solutions between Providers of Air Traffic 
Services
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However (and to conclude)

Dont’ be too worried for your flight back:

To fly is (still) 10 to 100 times safer than 
changing a light bulb of your roof chandelier


