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Chapter 1

Introduction

This deliverable details the work performed in the context of Task 1.1 of the project.
The goal of Task 1.1 is to provide an operational online platform and infrastructure
for managing the working groups. In order to support different working groups,
this platform has to provide support for online communities, by providing features
such as:

* A mechanism to define logic categories or groups, and a way to assign users
to one or more of these categories.

* A mechanism to support communication between users. This mechanism
should support sending messages to all users or only to members of a par-
ticular group. Also, chat facilities and message boards (with support for
different threads) must be available.

* A mechanism to support work flow by allowing to allocate tasks to users,
monitor their progress, and hold virtual meetings.

* A mechanism to manage the resources and documents, and to quickly search
and browse these resources.

The working groups of FORWARD will be able to start their collaborative work
as soon as the online collaboration platform of this task is up and running. The
FORWARD working groups were established during the /st FORWARD Work-
shop [1] which took place in Lindholmen Science Park, Goteborg, Sweden on 17th
and 18th of April 2008. The establishment of the working groups was the second
objective of work package (WP) 1.

The rest of this document is structured as follows: In Chapter 2, we discuss
the aforementioned requirements and we identify the software components that
can be used to build a collaboration platform adhering to them. In the process, a
few additional requirements are identified. In Chapter 3, we analyze the specific
implementations for the software components we identified and outline the overall
setup of the FORWARD Online Collaboration Platform. Finally, in Chapter 4, we
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CHAPTER 1. INTRODUCTION

summarize the current setup of the platform and outline possible future extensions
to it.
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Chapter 2

Background and requirements

2.1 Collaborative software

With the professionalization of science during the 19th century, there was a revo-
lution in the scientific cooperative work, which became an increasingly important
aspect of scientific research [32]. Much later, in 1968, J.C.R. Licklider was the
first to propose using computers for enhancing scientific collaboration. In his arti-
cle "The Computer as a Communication Device” [38] he wrote:

”To appreciate the importance the new computer-aided communica-
tion can have, one must consider the dynamics of ”critical mass”, as
it applies to cooperation in creative endeavor. Take any problem wor-
thy of the name, and you find only a few people who can contribute
effectively to its solution. Those people must be brought into close in-
tellectual partnership so that their ideas can come into contact with
one another. ... There has to be some way of facilitating communica-
tion among people without bringing them together in one place.”

However, it wasn’t until the late 1980s when the proliferation of the personal
computer and the local area networks made Computer Supported Cooperative Work
(CSCW) a commonplace [26]. At this period of time Johansen [27] identified the
different forms of computer-assisted collaboration and introduced the CSCW ma-
trix, which appears in Figure 2.1. The CSCW matrix categorizes the collaborative
software (also called groupware) according to the time and space where the col-
laborating parties act.

The CSCW matrix can be used to identify the types of software we can use
to build the FORWARD Online Collaboration Platform. The platform’s primary
focus should be software for asynchronous-remote collaboration. This is because
the parties involved in FORWARD are geographically dispersed across Europe.
They also belong to different domains, which makes synchronous-collaboration
difficult. So, the primary components of the FORWARD Online Collaboration
Platform should be software from the lower right cell of the CSCW matrix.

9
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Figure 2.1: The CSCW matrix

For the rare cases where synchronous-remote collaboration is required, a nor-
mal (non-computer-assisted) teleconference session is usually adequate. However,
using some more sophisticated tools from the lower-left cell of the CSCW matrix
may prove beneficial and may enhance the productivity of the session.

2.2 Analysis of the online platform requirements

The requirements for the FORWARD Online Collaboration Platform have already
been outlined in Chapter 1 of this document. In this section, we will review these
requirements one-by-one and we will identify options we have for fulfilling each
requirement.

It is important to note that most of the participants of the FORWARD working
groups will not be members of the organizations that make up the FORWARD
consortium. Also, their commitment to the FORWARD working groups objectives
will be limited to a time period of about 18 months. These facts imply an additional
requirement, perhaps equally crucial than those stated in Chapter 1:

* The chosen components of the FORWARD Online Collaboration Platform
should require minimum training of the users. Any required training should
not require physical presence.

If our choice of components contradicts this requirement, we may end up with a

perfectly functional and fully-featured online platform that will remain under-used
and will cause the working groups to function sub-optimally.
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2.2. ANALYSIS OF THE ONLINE PLATFORM REQUIREMENTS

2.2.1 User communication mechanisms

Requirement: A mechanism to support communication between users. This mech-
anism should support sending messages to all users or only to members of a par-
ticular group. Also, chat facilities and message boards (with support for different
threads) must be available.

Regarding communication between users, we will discuss synchronous and
asynchronous communication separately. With synchronous messaging, users have
to be online simultaneously in order to communicate. On the other hand, in asyn-
chronous messaging, the messages are stored and the recipients of the message are
able to read it the next time they go online.

2.2.1.1 Asynchronous communication

Asynchronous communication is perhaps the most common form of communica-
tion between users in Computer Supported Cooperative Work. The most common
implementations of asynchronous messaging between users are online-forums and
email.

Online-forums are web based message repositories where users may login and
post their messages for other users to read or to answer. They are functionally sim-
ilar to Usenet Newsgroups [44], however, the underlying technical implementation
is different. Also, unlike Usenet Newsgroups, which are organized in a global
hierarchy, online-forums operate in isolation.

Modern online-forum implementations feature forum categories, forum per-
missions, threading of discussions and message moderation. Also, many online-
forums mark the “hot” and updated discussion threads so that the user knows what
has changed since his last visit to the forum. Implementations of online-forums
may be either standalone (e.g., phpBB [13]) or modules of a groupware suite or
web content-management-system (e.g., phpNuke [15]).

The downside of online-forums is that they require the user to visit the forum
website in order to check for new posts. To overcome this problems, many online-
forums provide email notifications for new posts or a web syndication mecha-
nism [22]. However, email notifications tend to be annoying (especially if there
are many of them) and the vast majority of users are not familiar with web syndi-
cation [34].

On the other hand, email is perhaps the most common form of asynchronous
communication. Group messaging using email is supported by means of emailing
lists that are supported by specialized software [6, 19]. Such software is installed
at a mail server and in its most basic form simply relays the incoming emails to
the mailing list subscribers. Typical features of mailing list software include mod-
eration of posts, mail-digesting in order to reduce the number of emails and web
accessible archiving of messages.

We believe that the use of email and mailing lists for the asynchronous commu-
nications of FORWARD would have a number of advantages. Most importantly,
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there is no need for training the users to use mailing lists. Also, email protocols [20]
provide support for synchronizing the emails for offline use. While offline support
is not a requirement for the FORWARD Online Collaboration Platform, we be-
lieve that is a very desirable feature, especially since many of the people involved
with the project travel a lot and spend much time offline. Additionally, with the
web-based archiving feature of the mailing list software, mailing lists can be es-
sentially viewed as online-forums with the difference that posting of new messages
is done using email. Finally, another advantage of mailing lists is that, in contrast
to the online-forums, limited action is required from the user in order to retrieve
the posted messages.

To sum up, while both online-forums and email can be used to implement asyn-
chronous communication for the FORWARD Online Collaboration Platform, email
(with the support of mailing list software) has a number of additional advantages
and is, therefore, preferable.

2.2.1.2 Synchronous communication

Different software solutions can be used for the synchronous communication of
users. The Internet Relay Chat (IRC) [35] is a popular protocol for creating chat
rooms and hosting virtual meetings. In general, IRC follows the client-server
model. Clients connect to a centralized server and all chat messages are first trans-
mitted to the server and subsequently relayed to the clients that have joined the
same channel'. Channels may also be password protected, thus allowing for pri-
vate chats.

For FORWARD, it would be possible to have an IRC server for serving the
required synchronous communication, however, we believe that this solution would
not be optimal. The reason is that IRC has a following mostly in the software
developer community, so it has to be expected that the majority of the participants
of FORWARD are unfamiliar with its use.

Another option for facilitating synchronous communication would be the use
of Instant Messaging (IM) protocols and software. IM is by far more popular than
IRC among all classes of computer users. While many of the IM solutions still
rely on centralized servers to relay messages, just like IRC, the communication
paradigm used is slightly different. In IM, communication occurs between estab-
lished contacts, i.e., one has to know the IM handle of a person in order to start
an online chat. Also, modern IM solutions offer much more than a simple text-
chat service. Many of them include support for audio and video conferencing, file
transfers and shared workspaces. These advanced features could prove very useful
in order to enhance interaction.

Fears that IM would reduce productivity led business to be originally wary
towards IM [39]. However, a study showed that only a 13% of IM conversations
included some personal topic and only 6.4% were exclusively personal [37]. With

'The term “channel” is the preferred over “chat room” in the IRC lingo.
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business starting to embrace IM as a low-overhead form of internal communication,
a new form of IM emerged: Enterprise Instant Messaging (EIM). In EIM, the
clients connect to an privately hosted IM server in order to minimize the risk of
leaking business secrets and (in some cases) also to eliminate the need to connect
all computers to the Internet.

For the synchronous communications required in the context of FORWARD
we believe that IM is an excellent solution. This is because of the excellent set of
features it provides and also its huge user-base: the top-3 IM protocols account-
ing for over 100M users each [43]. The huge user-base is largely due to the fact
that nowadays computers usually come with at least one IM client installed. So,
it would be reasonable to assume that most persons involved in FORWARD are
already familiar with some sort of IM. The use of EIM in FORWARD was also
considered, but finally it was concluded that the synchronous communications in
FORWARD would not be frequent enough to justify setting up and maintaining a
dedicated IM server. In order to safeguard the privacy of conversations, it was sug-
gested to either use a privacy IM-plugin like Off-The-Record messaging [10, 31] or
use an IM protocol with built-in privacy features like Skype? [17, 28, 29]. To sum
up, any synchronous communications in FORWARD will be facilitated through the
existing public IM services with a preference to those services that offer enhanced
privacy features.

2.2.1.3 Communicating the results of FORWARD

In the previous paragraphs, we described ways to facilitate the communication
needs of the users participating in the FORWARD working groups. However, while
not explicitly stated in the specifications of the FORWARD Online Collaboration
Platform, it is also important to establish a communication channel between the
working groups and the public (scientific community, industry, policy makers).
This channel will be used to communicate any intermediate results of the working
groups and also getting feedback on those results. The role of this channel will
be complementary to the role of the the project web site, which will be used to
publish the final results of the working groups in the form of the defined project
deliverables.

This communication channel could have the form of additional mailing lists
where the working groups will announce the results of their work and interested
parties will be invited to subscribe. Another solution for the working groups to
communicate with the parties interested in their work would be the use of blogs.
Blogs are websites maintained by individuals or groups with regular entries of com-
mentary and descriptions of events, usually focused on a particular subject [41].

2 Analysis of the Skype binaries and generated traffic revealed that interception of a conversation
is possible through a man-in-the-middle attack [30]. However, to carry out the attack, one has to
either be Skype Inc. or trick all participants into using a modified Skype binary. One also has
to control the Skype supernode used for the conversation. So, while Skype does not offer perfect
privacy, it is considered safe enough for most purposes.
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Most blog software provide support for the reader to leave his comments on a post,
which encourages interaction with the author.

Based on our experience from previous European projects, we decided to opt
for the later solution. Announcement mailing lists tend to be under-utilized, with
only a few major announcements being sent. This is mostly out of fear that regular
announcements will be perceived as spamming by the recipients. On the other
hand, a blog may be very active because you can make posts even for minor things
without fear of spamming people. In essence, the argument that we previously
expressed in 2.2.1.1 in favour of the mailing lists is now reversed. The reason is
that now we address people that are not committed to FORWARD in any way.

Another disadvantage of the mailing lists is that they do not encourage interac-
tion with the working groups: rarely will someone make some substantial comment
in response to a sent announcement. This is because most users perceive their role
in an announcement list as purely passive. Finally, announcements sent to a mail-
ing list are more difficult to propagate with word-of-mouth than those posted on a
blog. The reason is that in addition to direct comments on a blog, it is also usual
for bloggers to use their personal blog to discuss and elaborate their thoughts on
posts of other blogs.

2.2.2 Task management

Requirement: A mechanism to support work flow by allowing to allocate tasks to
users, monitor their progress, and hold virtual meetings.

An important aspect of collaborative work is the coordination and monitoring
of tasks. In computer supported cooperative work, the coordination of tasks is usu-
ally provided as part of a Project Management Software Suite. Most such software
suites (Trac [23], Microsoft Project [8], etc) also include many additional features
such as resource management and calendaring.

The main issue with project management suites is that too many different im-
plementations exist. Wikipedia alone lists more than three dozens of such soft-
ware [42]. So it is highly unlikely to find an implementation that most of the
FORWARD users would be familiar with. Therefore, training will be required for
the users, which contradicts the implicit requirement we identified at the beginning
of this section.

Also, we should note that most project management suites are tailored for use
in a corporate environment. In such environments, a more strict task work flow is
usually required. This is because the types of project objectives in corporate envi-
ronments are usually quite different from the objectives of a Coordination Action
such as FORWARD. So, while these suites can be used in the FORWARD On-
line Collaboration Platform, they would not provide any substantial advantage that
would justify their required learning curve.

In the search of a tool that would require short or no learning period and would
also be more flexible to use, we turned to a private Wiki. A wiki is a web site
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site that can be modified or contributed to by users using simplified markup lan-
guage [33, 45]. Despite their simplicity, wikis have proven to be very flexible in
practice, largely because anyone can grasp the basics of editing merely in minutes.

For managing tasks and the work flow using a wiki, one can create a separate
page per group of tasks. Then, each person having an assigned task can go and
edit the respective part of the page with the latest updates on its progress. Wikis
usually have some features that make this process easier: there is a shortcut for
automatically placing a time-stamp next to your update, you can visually compare
two different versions of a wiki page to see what has changed (see Figure 2.2),
you can use full-text searching for finding your assigned tasks, etc. While this
scheme is not as sophisticated as a specialized project management suites, it is
substantially easier to use. Our belief is that its ease of use and its versatility (see
Section 2.2.3 below) make the use of a wiki a good choice for facilitating the needs
of FORWARD.

(=] @ Main Page - FORWARD Consortium Wiki - Mozilla Firefox 3 Beta 5 ==

Fle Edit View History Bookmarks Tools Help

& = - @@ : @ [ag] '»» | https://wiki ict-forward eu/consortium/index php |_:J Google @,

[ [@)Scuttle it! paGmall - Inbox [Elwork~  [Eldocs »  [ElLatest Headlines »  [Eldl-hubs - blogs -

2 Mstamat@ics.forth.gr  my talk  my preferences  my watchlist my contributions  log out [a
r article discussion edit histary move watch M
|f - Main Page
N
fO rwa rd (Difference hetween ravisions)
L5 3
Revision as of 08:51, 29 April 2008 (edit) .
— Current revision (22:44, 5 May 2008)
navigation Magnus.almaren@ce chalmers se (Talk | .
A (edit) (undo)
= Main Page contribs)
- Community porial (=D Mstamat@h_s forth.gr (Talk | contribs)
« Current events (—FOR) uff)
= Recent changes  Previous diff
= Random page . .
« Help (8 intermediate revisions not shown.)
= Donations Line 3: Line 3:

SGaIch Consult the [http:/fmeta.wikimedia.org  Consult the |http:/fmeta.wikimedia.arg
fwikiHelp:Contents  User's  Guide]  for  J/wiki/Help:Contents  User's  Guide]  for
information on using the wiki software information on using the wiki software

Go Search J d
- == Getting started == + == FORWARD stuff ==
toolbox . .
- * Presentations from the Giteborg
= What links here workshop are [[Media:forward-workshop-
= Related changes . . -
slides.zip/here]]. "'Please do not distribute
= Upload file
- outside the consortium™.
= Special pages
« Printable version *The FORWARD template for deliverables
= Permanent link +is [[Media:forward-dx.x.tarlhere]] (LaTeX
format).
+ * [[FORWARD Deliverables]]
+ == Getting started with MediaWiki ==
* [http: ffwww. mediawiki. org * [http: /fwww. mediawiki. org v
Done wiklict-forward.eu =

Figure 2.2: Visual display of differences in two versions of a wiki page
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Finally, the virtual meetings requirement is satisfied by the use of IM that we
proposed in 2.2.1.2 above.

2.2.3 Documents and resource management

Requirement: A mechanism to manage the resources and documents, and to
quickly search and browse these resources.

File and resources management tools exist both as independent web applica-
tions and as modules of web application suites. If we use some groupware software
suite for the FORWARD Online Collaboration Platform, it is very likely that it will
have integrated some sort of file management and search facility.

On the other hand, if we decide to build the FORWARD Online Collaboration
Platform out of independent software components, we will have to find a way to
facilitate this requirement. An option is to use a fully fledged Document Manage-
ment System (DMS) (e.g., Knowledge Tree [5]). Except for storage of documents,
DMS systems also provide features such as fine-grained access authorization, full-
text indexing and search, versioning, etc. However, the setup and user training
overhead of DMS systems makes them more appropriate for long-term use in a
corporate environment. For documents and resource management in the scale of
FORWARD, the use of a fully-fledged DMS would probably be overkill.

Another solution would be the use of a multi-user, web-based file browser (e.g.,
AjaXplorer [2]). Web-based file browsers mimic the functionality of local file sys-
tems, allowing users to organize the documents in a directory hierarchy. They are
simple in functionality, usually providing little less that some authorization mech-
anism. However, because they follow a paradigm that users are already familiar
with, they are very easy to use and practically require no training.

A final option would be to use the wiki we discussed previously in 2.2.2 in
order to store and organize the documents. The use of the wiki has the advantage
that files and resources will be kept in the same place as their associated tasks. So,
there will be less burden for the users in order to find the document or resource
they want. Also, wikis retain all the different versions of uploaded files, which
saves the users from having to manually keep track of them. Finally, in addition
to storing documents, a wiki can also be used as multi-user editor to prepare them.
We believe that using a wiki to store and manage documents for FORWARD is a
good choice that provides a good balance between features and ease of use.

2.2.4 User-group defining mechanisms

Requirement: A mechanism to define logic categories or groups, and a way to
assign users to one or more of these categories.

Most multi-user web applications come with their own mechanism to define
groups and categories for use within the application. If we use some groupware
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suite for the FORWARD Online Collaboration Platform that contains all the com-
ponents we require, then this requirement applies directly to this suite.

Problems arise if we decide to use separate applications for each identified
component. This would mean that we would have to create the user groups and
categories once in each application, and, subsequently, we would have to manually
synchronize any changes we make. This process would be both tedious and error-
prone.

To overcome this problem, the groups should be defined in a directory service.
Today, the most common directory service is LDAP [36]. LDAP directories allow
to store user profile data, organize them in a hierarchy and in arbitrary groups
and query the directory for users matching specific data. Also, LDAP directories
support user authentication against a password associated with each user’s profile.
Each user profile may include arbitrary attributes that can be either text (e.g., email
address) or binary (e.g., photo of the user).

Because of its wide deployment, LDAP is supported by many web applications
as a user authentication and management back-end. The support comes either in the
core of the web application or as an add-on module. With the lack of other viable
alternatives to provide a common user-grouping mechanism, the LDAP support
becomes a requirement to any standalone web-application that we selected for the
implementation of FORWARD Online Collaboration Platform.
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Chapter 3

The FORWARD online
collaboration platform

3.1 Summary of the identified components
In the previous chapter, we discussed the different components that will be used

to create the FORWARD Online Collaboration Platform, according to the require-
ments we have set. The identified components were:

* A web server and web site for the platform to run on.
* A wiki for coordinating tasks and managing documents and resources.
* Instant messaging (IM) for holding virtual online meetings.

* Mailing lists for facilitating asynchronous communication between the mem-
bers of the FORWARD working groups.

* Blogs for communicating to the community any intermediate results of the
working groups.

An LDAP server that will be used for defining user groups and providing a
common authentication back-end.

The main web applications required for the FORWARD Online Collaboration
Platform are the wiki and the blogs. We decided that it would be good for the ease
of use of the platform to run one of the most popular implementation for each of
these components. For this reason, we opted not to use an all-in-one groupware
suite. In the remaining sections of this chapter, we will detail our components of
choice.
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3.2 The FORWARD website

The FORWARD website is the central point of reference for the project. Through
the website the members of the working groups and the public will be able to
navigate to all of the FORWARD Online Collaboration Platform. It is accessible
through http://www.ict-forward.eu and its front page can be seen in Fig-
ure 3.1. The ict-forward.eu domain has been leased for a period of 5 years.

The website runs on the Linux 2.6 kernel [21] and the Apache 2.2 web server [3].
The dynamic pages are generated using the Django web framework [18, 16]. The
pages comply to the XHTML 1.0 Strict standard [40] and have been tested to ren-
der correctly with the latest versions of all popular web browsers. The web server
also supports dynamic pages in PHP [12], which is a requirement for many web
applications. Finally, the web server is supported by a separate SQL server that
runs MySQL 5.0 [9]. All the software is regularly updated in order to be immune
to known (and patched) security vulnerabilities.

3.3 The FORWARD wiki

The wiki implementation we chose for the FORWARD Online Collaboration Plat-
form is MediaWiki [7]. MediaWiki was originally written for use by Wikipedia [24],
a free online encyclopedia that is comprised of articles contributed and updated by
its community of readers. For this reason, MediaWiki is perhaps the most widely
used wiki software. Chances are that many of the members of the FORWARD
working groups will have used it at some point in time (e.g., to make some mi-
nor or major contribution to Wikipedia). Also, MediaWiki supports LDAP as an
authentication back-end.

However, MediaWiki has a few shortcomings. Out of them, the one that affects
FORWARD the most is its limited features for restricting access to specific pages.
Fortunately, because in FORWARD we want to have different access rights per
working group, we can overcome this restriction by setting up multiple instances
of the software. After discussion, it was decided to setup the following instances:

* A Consortium Wiki for internal use by the FORWARD consortium. It is
required to be a member of the consortium to either read or write in this wiki.
It is accessible from http://wiki.ict-forward.eu/consortium/.

* A FORWARD Wiki for the consortium to publish items that do not fit well
in the main FORWARD website or the blog. A screenshot of this wiki can
be seen in Figure 3.2. It is accessible from http://wiki.ict-forward.
eu/forward/.

* One wiki per working group. Each of those wikis will be readable/writable
only by the members of its working group as well as from the members of
the FORWARD consortium. The URLSs for the wikis of the three working
groups defined so far are:
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emerging threat landscape, the ongoing research that deals with these
threats, and the recommended actions to be taken by industry and
governments,

# Leveraging the findings of individual working groups to describe
scenarios in which adversaries use a combination of attacks to pose a
threat to the security and disrupt the lives the European Union residents
or its member states,
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[5Latest Headlines ~

=
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[EJdl-hubs~  blogs

nments

Latest News

» 10/4/2008: Final
workshop program is
now,

»+ 14/3/2008: Preliminary
workshop program and
Gothenborg map are
now available,

w 7/3/2008: Accepting
registrations for the 1st
FORWARD workshop.

w+ 20/2/2008: Information
about the 1st

FORWARD workshop
are available,

we 5/2/2008: The

FORWARD blog goes
online.

Collaboration Pages

The FORWARD Blog
The FORWARD Wiki
Consortium Wiki

COOPERATION

http://blogs.ictforward .eu/forward/

Figure 3.1: The FORWARD website front page.
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— Smart Environments working group:
http://wiki.ict-forward.eu/smart-environments/

— Malware & Fraud working group:
http://wiki.ict-forward.eu/malware-£fraud/

— Critical Systems working group:
http://wiki.ict-forward.eu/critical-systems/

@ FORWARD Consortium Account - FORWARD Wiki - Mozilla Firefox 3 Beta 5 =3
Fle Edit View History Bookmarks Tools Help
<-,5 V«% v @I‘E @ [.__=| »» | http:/fwikiict-forward.eu/forward/FORWARD_Consortium_ EJ Google @,

r [@Scuttle it! pGmail - Inbox Elwork » [Eldocs »  [ELatest Headlines » [ dl-hubs ~ blogs -

& Login / create account

i 5 article discussion view source histary
e 4
= i H
fer-wc_lrd} FORWARD Consortium Account
-ﬂr,r.}ﬂ h‘
N If you are member of an organization that is part of the FORWARD Consortium, you are entitied
to have access to the Consorlium Wiki& as well as write access to this wiki.
navigation The procedure is simple:
= Main FPage
= Community partal 1. Goto the password creation page & and create your password
= Current events 2. Email the passward hash that you created as described in the password creation page
= Recent changes 3. Login to the web-application of interest after receiving confirmation that your account has
= Random page been created.
= Help
= Donations
search
Go Search
toolbox

= What links here
= Related changes
= Upload file

= Special pages

= Printable version
= Permanent link

This page was last modified 09:24, 6 May 2008 This page has been accessed 21 times Privacy [681] prediawia
policy About FORWARD Wiki Disclaimers

Done

Figure 3.2: The FORWARD wiki.

Each instance of MediaWiki restricts access by allowing only users of spe-
cific groups (defined in the FORWARD LDAP directory) to read and/or modify
its pages. Finally, we should mention that for making software maintenance and
updates easier, all the MediaWiki instances share the same installation files and
most of their configuration. Also, in order to automate the process of creating new
MediaWiki instances, we have created a custom shell script.
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3.4 The FORWARD mailing lists

Because maintaining a separate mail server for FORWARD is a tedious and time-
consuming task, it was decided to use the existing email infrastructure of FORTH
in order to host the FORWARD mailing lists. The following lists have been created:

* Smart Environments working group: smart-environments @ict-forward.eu
* Malware & Fraud working group: malware-fraud@ict-forward.eu

* Critical Systems working group: critical-systems@ict-forward.eu

§d @ smart-environments Administrator Authentication - Mozilla Firefox 3 Beta5 (& (=) E3
File Edit View History Bookmarks Tools Help

r [@]Scuttle it! p4Gmail - Inbox []werk~ [Edocs +  [G]Latest Headlines »  [5dl-hubs -

@ i.__=| http:/flists.ict-forward.eu/mailman/admin,: [é»|_:] |G~ |Google
blogs -

Smart-environments Administrator Authentication

List Administrator Password: e
Let mein...

TImportant: From this point on, you must have cookies enabled in your browser, otherwise no administrative
changes will take effect.

Session cookies are used in Mailman's administrative interface so that you don't need to re-authenticate with
every administrative operation This cookie will expire automatically when you exit your browser, or you
can explicitly expire the cookie by lutting the Logout link under Other Administrative Activities (which
you'll see once you successtully log in)

Smart-environments list run by mstamat at ics.forth.gr, sotiris at ics.forth.gr
Smart-environments administrative interface (requires authorization)
Overview of all ict-forward.ew mailing lists

BMAILM, PYTHON
. powered
version2.1.9

Done

Figure 3.3: Login page of the FORWARD mailing lists administrative interface.

The mailing list software that is used to support the mailing lists is Mail-
man [19]. Mailman offers a web interface to administer and moderate the lists.
The login screen of the administrative interface can be seen in Figure 3.3. It also
offers automated archiving of the list email.
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3.5 The FORWARD blogs

The chosen blog software for the FORWARD Online Collaboration Platform is
WordPress 1 [25] (WPMU). WPMU is the software used by wordpress.com, a
very popular free blog hosting site with hundreds of thousands of blogs. It is also
used to host the blogs of Le Monde and Harvard University.

Its main advantage is that it natively supports multiple users. The actions that
a user can perform on a each blog are restricted by his assigned role for this blog.
The designated administrators of each blog are responsible for assigning roles to
other users, approving posts and moderating comments. WPMU is also very easy
to use, as it features a WYSIWYG! editor for editing the posts. Finally, it also
automatically provides web syndication feed [22] for the posts and the comments
of each blog.

The creation of a separate blog for each working group has been postponed.
This is because it still is not clear how often the working groups will be able to
post to their blogs. However, these blogs can be created in WPMU any time it is
requested by the working group leaders. The two blogs that are operational at this
time are:

* http://blogs.ict-forward.eu/: This blog is actually an index for
providing links to all the FORWARD blogs.

* http://blogs.ict-forward.eu/forward/: This blog is maintained
by the members of the FORWARD consortium. It contains the latest news
from the project and also updates on upcoming and recent security related
events. A screenshot of this blog is depicted in Figure 3.4.

3.6 The FORWARD LDAP server

The FORWARD Online Collaboration Platform uses OpenLDAP [11], the standard
LDAP implementation for Linux. For managing the LDAP directory, the phpLDA-
Padmin [14] web interface is used. Access to this web interface is restricted only
to the FORTH’s internal network.

Despite the fact that LDAP works on the background, there are cases that the
end users of the FORWARD Online Collaboration Platform need to interact with
it. These cases regard the initial choice and the changing of users’ passwords. In
order to facilitate these needs, we created a password change page (see Figure 3.5)
by reusing some of the phpLDAPadmin source code.

The password change page does not directly update the password stored in the
LDAP directory. Instead, it creates an encrypted password hash that can be then
be submitted (usually by email) to the FORWARD LDAP administrator for replac-

'"WYSIWYG is an acronym for "What You See Is What You Get”. It refers to computer editors
in which the content during editing appears very similar to the final (e.g., printed) product.
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(=] @ The FORWARD project blog - Mozilla Firefox 3 Beta 5 B=8
Ele Edit View History Bookmarks Tools Help
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Figure 3.4: The FORWARD blog.
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ing the existing password. This way, we avoid distributing plain-text passwords
through email.

(=] @ Mozilla Firefox 3 Beta 5 =8
Eile Edit ¥iew History Bookmarks Tools Help
<§: &@9 v Elﬂ @ i.__=| » | https://www.ict-forward.eu/mypassword/ EJ [Cl~ |Google =Y

r [o)Scuttle it! pGmail - Inbox [Rwerk~  [Gdocs »  [GLatest Headlines + [ dl-hubs - blogs -

New password: R HORC
New password (repeat): +*+tes
| Make password hash |

Success!
Your password hash is: (s5HA} sR24TeQvHqzdKmC QVinhs IvTES/ yEMog

Please send it with skype to mstamat000 or email it to mstamat_at_ics.forth.gr.

Important: For the creation of a new account, please use only email to send your password hash.
Please also cc the email to at least one key FORWARD contributor from your organization.

Done www.ict-forward.eu =

Figure 3.5: The FORWARD password-hash creation page.

3.7 Hardware and hosting

The partner responsible for setting up, hosting and maintaining the FORWARD
Online Collaboration Platform is FORTH. Most components of the platform are
hosted on a recently purchased server. The hosting server features two Intel Xeon
CPUs running at 3.2GHz and a total memory of 2GB. It is connected to the Internet
through FORTH’s Gigabit connection to the the GRNET? backbone. The server
has two disks arranged as RAID-1 for fault-tolerance.

To minimize the risk from cyber-threats against the server, it is protected by
both hardware and software firewalls. The firewalls restrict access to services other
than HTTP. As an additional security measure, the databases required for the vari-
ous web applications of the FORWARD Online Collaboration Platform are located
on a separate server. Access to the database server is even more restricted. Daily
rsync backups are performed for both servers.

The physical security of the FORWARD collaboration server is also taken se-
riously. It is hosted in FORTH’s newly built data-centre. The data-centre is fitted
with industrial-strength air conditioning, automatic fire-extinguishing system and
UPS supported by an external power generator. The same facilities are used to sup-

2GRNET is the Greek NREN.
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port the EGEE grid node located in FORTH, which is one of the largest computing
clusters in south-eastern Europe.

As we have already mentioned in Section 3.4, the FORWARD mailing lists
are supported by FORTH’s central mail server. This server is dedicated for serv-
ing FORTH’s mail traffic and is physically located in a separate data-center than
FORWARD s collaboration server. The server is under close scrutiny from FORTH’s
network administrators to guarantee the uninterrupted delivery of emails.
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Chapter 4

Conclusions

In this document, we discussed the Online Collaboration Platform that we prepared
for use by the working groups of FORWARD. Given the functional requirements
of this platform, we considered several software components to satisfy them. A
major consideration for choosing the components of the platform was their ease of
use and the potential familiarity of the working group members with the software.
The setup of the platform was subsequently detailed.

The existing platform covers the defined functional requirements. Of course,
we are ready to make it better wherever room for improvement is identified. An
improvement we are currently investigating is eliminating the manual intervention
required whenever a user changes password. The current procedure is detailed in
Section 3.6. However, since most users rarely change their passwords, we consider
the automation of this process more as polishing of the platform than as a bug-fix.
Another useful addition to the existing platform could be a CVS [4] repository for
the collaborative editing of the project deliverables.

Closing, we should mention the major part of the FORWARD Online Collab-
oration Platform has been online from early on in the project. The FORWARD
consortium members have been using it over the last several weeks. Any bugs
and glitches that were identified have been fixed. As a result, the FORWARD
Online Collaboration Platform is considered ready for use by the members of the
FORWARD working groups.
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